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NMPOIrPAMMA MNMPAKTUKHU

52.0.04(MNa) MNpousBoacTBeHHaA NpPakTUKa, NnpeaaunioMmHas
Kod u HaumeHosaHue(mun) npakmuku/HVP e coomeemcmeuu ¢ y4ebHbIM MiaHoMm

1. Kog 1 HaumeHoBaHMe HanpaBeHUs NoAroTOBKU/cneumnanbHOCTHU:

10.05.01 KomnbloTepHag 6e3onacHOCTb

2. Mpodcdunb nogroroBku/cneumannsauymsa:

MaTeMaTuyeckme MeToabl 3aLnTbl MHopmMaLumm

3. KBanudwmkauusa (cteneHb) BbinyCKHMKa: Cneumvanuct
4. dopma ob6y4eHus: oyHas

5. Kachegpa, oTBeualowlas 3a peanusaumio npakTuku: ERP-cuctem 1 GU3Hec-npoLLeccos

6. CoctaButenu nporpammbl: CadoHoB Butanui BnagumumpoBuy, K.T.H., AOLEHT Kadeapbl

ERP-cucTtem n busHec-npoueccos

(®UO, yyeHasi cmeneHb, y4eHoe 38aHUe)

7. PekomeHpgoBaHa: Hay4yHo-MeTOOAMYECKMM COBETOM (hakynbTeTa NPUKNagHON MaTEMAaTUKU,
nHdopmMaTukm n mexaHukm 26.05.2023 r., npotokon Ne9
(HaumeHoBaHue pekomeHOyrowel cmpykmypsbi, 0ama, HOMEpP rPOMOoKoJa,

ommemKu o NpodrieHUU 8HOCSIMCS 8PYYHYIO)

8. YueOHbIN rop:_ 2028/2029 CemecTtp(bl): B




9.Lllenb npakTuku:
- NpoBedeHWe cucTemaTusauuun, pacliuMpeHus, 3akpenneHve un  yrnybneHus

TeopeTn4ecknx NPodpeccruoHarnbHbIX 3HAHUW, NOMyYEeHHbIX B pe3yrbTate U3ydeHUs OUCLUNIIVH
HanpasneHus 1 crneumanbHbIX JUCLMMNANH NPOMUIBHON NPOrpamMMbl NOATOTOBKY;

- BbIMOSIHEHWE BbINYCKHOW KBanngunkaunoHHon paboTsbl;

- (bopmmpoBaHme y CTy4eHTOB HaBbIKOB BEAEHUSI CAMOCTOATENbHON Hay4YHOW paboThl,
nccrnegoBaHna N 9KCNepUMEHTUPOBaHMS.

3apauv nNpakTUKK:
OcHoBHOM  3agadenn  MPOM3BOACTBEHHOW  MPaKTUKM  NpeaauniioMHON — ABMsieTCS

npuobpeTeHne onbiTa B UCCNeOBaHUW akTyanbHOW HaydHOW Npobnembl, a Takke nogdop
Heob6Xxo4MMbIX MaTepuanos A5 BbIMOMHEHUS BbIMYCKHOM KBaNUMUKaumMoHHOM paboThl.

Bo Bpemsa npakTukm CTyaeHT OOMKeH

u3yqume:

- MH(POPMAUMOHHbBIE UCTOYHUKMN NO paspabaTbiBaeMon TeMe C Lefibio UX UCMONb30BaHNS
Npw BbINOSTHEHMM BbINYCKHOWM KBanudukaumoHHon paboTbl;

- MeTo4bl MOAENMPOBaHUA N NCCNeaoBaHMs BOMPOCOB MHAOPMaLMOHHON 6e3onacHoCTH;

- MeToAdbl aHanu3a un o6paboTKM AaHHbIX, ABMASKOWMUXCA BXOAHbIMW ONsi NPOBEAEHMS
Hay4YHOro UCCreaoBaHus;

- MHAQOPMALMOHHbIE  TEXHOMOrMW, MNPUMEHSIEMbIE B  HayYHbIX WCCRNeaoBaHusX,
nporpaMmmHble NPOAYKTbI, OTHOCALMECS K npodeccruoHanbHomn cgepe;

- TpeboBaHns K OPOPMIEHNIO HAYHYHO-TEXHUYECKOW JOKYMEHTauuu;

8bIM0/IHUMb:

- aHanus, cuctemaTtumsaumio n 06obLieHrne nHpopmaLmMm No Teme UccnegoBaHuii;

- CpaBHeHuWe pe3ynbTaToB uccnenoBaHns obbekta pas3paboTku C OTEYECTBEHHbIMU U
3apybexHbIMn aHanoramu;

- aHann3 Hay4yHOM M NPaKTUY4EeCKON 3HAYMMOCTUN NPOBOAMNMbIX UCCNEOBAHUN.
10. MecTo npakTukm B cTpyktype OOI: obs3aTtenbHada yacTtb 6noka B2.

Linkn (pasgen) OOIM: B2 | ko amcumnnuvudbl B YI: 52.0.03(MMA)

Ne | Koa | HanmeHoBaHue

[na ycnewHoro npoxoxaeHust y4yebHOM npakTUkM obyyarolmecs WUCMONb3YT 3HAHUS, YMEHWUs,
chopMUPOBaHHbIE B X0A€ U3YYEeHUS ANCLMNIVH

61.0.35 O6BLEKTHO-OPMEHTUPOBAHHOE NPOrpaMMmUpoBaHme
51.0.36 BeegeHne B nporpaMmmMmpoBaHme

61.0.37 MeToabl nporpaMMmnpoBaHus

B1.0.41 3alumTa B onepaumoHHbIX CUCTEMAX

61.0.44 3awmTa nporpamMmm 1 JaHHbIX

51.0.56.06 | MeToapbl pa3paboTkv 1 aHanu3a maTemMaTuyecknx Mogernen

561.0.51 3awmTa nHopmMaLmmn oT YyTEYKMN N0 TEXHNHECKUM KaHanam

52.0.03(H) | NpousBoacTBEHHAsA NpaKTUKa, Hay4HO-UccnegosaTenbckas pabora

OO NO|OAWIN(F

B52.0.06(1) | Npon3BoacTBEHHAA NPAKTUKA, MPOEKTHO-3KCNNyaTaLMoHHas

OucumnnuHbl 1 NPakTUKKA, ANS KOTOPbIX OCBOEHME AAHHOW AUCLMMAMHBLI (MO4yNs) HEOBXoOUMO Kak
npegLecTtsyroLiee

10 | 63.01(0) | MoarotoBka K npoLieaype 3aLnThl U 3aLLMTa BbINYCKHOM KBanNMdUKaLMOHHOK paBoThl

11. Bua npakTtuku, cnocob u popma ee npoBeaeHUsA

Bua npakTUKK: 1pou3800CmMeeHHas.




Cnoco6 npoBeaeHUA NPaKTUKN: cmayuoHapHas.
Popma npoBeAeHUA NPAKTUKN: OUCKPEMHas.
Peanuayetcs yactuyHo B chopme npaktnyeckon nogrotosku (IM1).

12. NMnaHupyemMble pe3ynbTaTbl O0y4eHUA NPU NPOXOXAEHUN NPAKTUKN (3HAHUA, YMEHUS,
HaBblK1), COOTHECEHHbIe C NflaHUMpyeMbIMN pe3ynbTaTaMu OCBOeHUs obpa3oBaTesibHOMN
nporpamMmmbl (KOMNETEHLUAMN) U UHAUKATOPaMM UX AOCTUXKEHUSA:

Kog HasBaHue Kog(bl) WHankaTop(bl) MnaHnpyemble pesynbTaThl
KOMMETEHLM oby4eHus
CriocobeH pewamsb Or1K-9.13 3HaeT cnocobbl W cpeacTBa 3awmTbl | 3Hamb:
3adaqu WHpOPMaLIMK OT YTEYKN MO TEXHNYECKUM — OCHOBHble cnocobbl 1 cpeacTBa 3almThbl
npogheccuoHanbHouU KaHanam K1 KOHTpons 3MMEKTUBHOCTU | MHGOPMAUMM OT YTEYKM MO TEXHUYECKUM
OessmenbHocmu c 3aLWmMThl UHpopMaLMK; KaHanam un  KoHTponsi  apeKTMBHOCTH
y4emom meKyweeo | Of]K-9.14 | sHaeT OCHOBbI (OM3NYECKOI 3aluuThl | 3aLUUTBI MHOpMaLmK;
cocmosiHus u 06LEKTOB MHPOPMATU3ALINM; — OCHOBbI (PM3nyeckor 3aluTbl 0OBLEKTOB
z::qczeaﬁéiuu kP :Zﬂ:’f’ Or1K-9.15 yMeeT aHanusMposaTb M OUeHuBaTh VH(OpMaTM3ALMA.
UHGOpMAUUU e %I’pOSbI VI-H(bOpMaLU/IOHHOVI VMEmb:
i €30MacHOCTN 00BHEKTA; —_
o ornepayuUoHHbIX OMK9.16 — aHanuanpoBaTb W OUEHMBaTb Yrpo3bl
x cucmemax, ) Bhajeer ~meronamm n cpeucnlaalvm nHpopmaLmoHHo Ge3onacHocTy obbekTa
= KOMITBIOMEPHBIX COmsx TEXHUYECKON 3aLUmMTbl MHpopmaLmu;
©) u cucmemax OrlK-9.17 Bnageet mMeTogamu pacyeTta n | Bnadems:
ynpasneHusi b6asamu WHCTPYMEHTanbHoro KOHTpOnSA — MeTodamMn M CpeacTBamMu TEXHUYECKOM
OaHHbIX, a  makxe nokasatenemn 9MPEKTUBHOCTN | 3gynThI nHbopMaLMK;
memodos u cpedcme TEXHUYECKOW 3aLUMTbl MHhopMaLmn. — METOLAMM PacyeTa U UHCTPYMEHTASLHOTO
3awWumsl  UHgopmayuu KOHTpONs  nokasatenei  adppeKkTUBHOCTU
om yme4ku o TEXHUYECKOW 3alLmTbl MHOpMaLIK.
MexHUYEeCKUM KaHarnam,
cemeli u  cucmem
nepedayu uHgopmayuu
CriocobeH OrlK-13.1; ymeeT opmynupoBaTb U HacTpavBaTb | 3Hamb:
pa3pabambsieamb nonutuky  6e30MacHOCTN  OCHOBHbIX — obLwwme NPUHLMNbI NnoCcTpoeHns 7
KOMIMOHEeHMb! OnepaumoHHbIX CUCTEM MCMonb3oBaHUA COBPEMEHHbIX A3bIKOB
rnpoepamMmmHbIX u | OflK-13.2 Bnageet HaBblkamu pa3paboTkn | NporpaMmMMpOBaHNS BbICOKOrO YPOBHS;
rnpozpamMmMHo- nporpaMMHbIX Mozynew, peanvayoLmx — A3bIK  NPOTPAMMMUPOBAHUS  BbICOKOrO
annapamHbix cpedcms 3afaun, cBA3aHHble C obecnevYeHVeM | ypoBHS (06BEKTHO-OPUEHTMPOBAHHOE
3awumsl  UHghopMayuu 6e30MacHOCT  ONepaLMoHHbIX CUCTEM | MporpaMMUpOBaHMe);
8 KOMIMbIOMEPHbIX pacnpocTpaHeHHbIX CEMEeNCTB — COBpPEMEHHble TEXHOMorm
cucmemax u | OflK-13.3 3HaeT obLiMe NPUHLMMBLI NOCTPOEHUSI U | MPOrpaMMUPOBaHMS;
pogoduUmb  aHanu3 ux MCNOMNb30BaHUsS COBPEMEHHbIX HA3bIKOB — nokasaTtenu KayectBa MPOrpamMmHOro
6esonacHocmu nporpaMMUpPOBaHUsi BbICOKOTO YPOBHSI; obecneyeHust;
OllK-13.4 3HaeT A3bIK nporpaMMmMpoBaHus — 6a3oBble CTPYKTYPbI AaHHbIX;
BbICOKOTO YPOBH#A (o6bekTHO- — OCHOBHblE KOMOWHATOPHbIE U TEOPETUKO-
OpVEHTUPOBaHHOE NPOrpaMMUPOBaHIE); | rpachoBble anropuUTMbl, a Takke Crocobbl UX
Orl1K-13.5 ymeeT paboTtatb C WHTErpMpoBaHHbIMU 3adpeKTUBHOM peanusaumu n OLIEHKM
cpeaamn  paspaboTku  MPOrpaMMHOrO | BbIYUCAUTENBbHOW CIOXHOCTY;
obecneveHus, — NporpaMMHble MeToAbl npeaoTBpalleHns
OflIK-13.6 Bnageet HaBblkamu pa3palboTkY, | HeCaHKLMOHUPOBAHHOIO AOCTYNA K AAHHBIM;
oTnagku, AOKYMEHTMpOBaHMSA " — OCHOBHble nporpamMMHbie MeToabl
TECTUPOBaHUs NPorpamm; 3alUnTbl OaHHbIX OT HECaHKLMOHMPOBAHHOIO
OrllK-13.7 BriafeeT HaBblkaMy  UCMONb30BaHWS | gocTyna.
WHCTpYMeHTanbHbIX CPeAcTB OTnagku n
AnsaccemMbnupoBaHusi  MPOrPaMMHOIO | Yvems:
koaa. — hopMmynumpoBaTb " HacTpauBaTb
OrlK-13.8 3HaeT  COBPEMEHHble  TEXHONOTUW | monmuTUKy 6e3onacHocTu OCHOBHbIX
nporpaMMm1poBaHusi; onepawuyoHHbIX CUCTEM;
Of1K-13.9 3HaeT nokasarenu KauecTBa — paboTaTb C UHTErpUpOBaHHLIMU cpeaamm
nporpammHoro obecneyeHus; pa3paboTku NporpaMmmHoOro obecneveHus;
Ol1K-13.10 3HaeT 6a30Bble CTPYKTYPbl AAHHBIX; — hopmann3oBaTh NOCTaBMNEHHYIO 3aaa4y;
OriK-13.11 3HaeT OCHOBHble KOMBWHATOPHbIe U — paspabartbiBaTb 3pEKTUBHbIE
TeOpeTMKO-FpaCbOBbIe anropuTMsbl, a anropuTMbl 1 NporpaMmel;
Talke  Cnocobbl  UX  IheKTMBHON — MPOBOAUTL  OLIEHKY  BBIYUCIIUTENBHOM
peanns3aumn N oueHKN BblHUCTIUTENTbHON CNOXXHOCTU anropuTMa;
CINOXHOCTY, — MnaHuMpoBaTb  pa3paboTKy  CMOXHOro
OflK-13.12 ymeeT hopmManu3oBaTk MOCTaBMEHHYIO | mporpaMMHOrO 0GecneyeHus:;
3afavy, — MPUMEHATL cpeacTBa U METOAbl aHanu3a
OrlK-13.13 | ymeeT paspabatbiBaTb IMPEKTUBHLIE | nporpaMMHOrO OBECreyeHUs AMsi BbISIBMEHNUS
anropuTMbl M Nporpammbl; 3aKNanok;
o OllK-13.14 ymeet npoBoANTL OLieHKY — NPUMEHSTL METOflbl aHann3a NpPOEeKTHbIX
N BbIYNCINTENBHOU CINOXHOCTA | pewleHnii Ans obecneyveHnst 3alMLLEHHOCTU
E anroputma; KOMMbIOTEPHBIX CUCTEM;
3 OrlK-13.15 | ymeeT  nnavupoBaTb  pa3paboTky — MPUMEHATb  COBPEMEHHble  cpeacTsa

CNOXHOro NporpaMmmMHoro obecrneyeHus;




OriK-13.16 BnageeT MeTodaMu OLEHKM KavecTBa
roTOBOro NPOrpaMMHOro o6ecneyeHus;

obecneyeHus MHPOPMALIMOHHOW
6e30nacHOCTU NPOrpamMmM U AaHHbIX;

OriK-13.17 Bnageet HaBblkamu pa3paboTku
anropuTMOB  ANA  pelleHns  TUNOBbIX
npodeccrnoHanbHbIX 3a4ay;

— NpoBOANTL aHanm3 NpOrpaMMHbIX
CPeAcTB, MNPUMEHSIeMbIX [Ans  KOHTpons u
3aWmThl MHOPMaLuK;

Orl1K-13.18 YMeeT npuMeHaTb cpeactsa U MeTobl
aHanuMsa nporpammHoro obecneyeHus
01151 BbISIBNIEHUS 3aKnagok

— NPOBOAWTL  aTTecTaumio nporpamM
anroputTMOB  Ha  MpeaMeT  COOTBETCTBUS
Tpe6GoBaHNAM 3aLLUTEI MHOPMALWN.

Orl1K-13.19 YMeeT npuMeHATb MeToAdbl aHanusa
NPOEKTHbLIX pelleHni ons obecneveHns
3aLLMLLEHHOCTN KOMMbIOTEPHBIX CUCTEM.

Bnadems:
— HaBblkaMu  pa3paboTkM  NporpaMMHbIX

nporpaMm 1 AaHHbIX

OriK-13.20 3HaeTt nporpamMMHble MeToabl | Moaynen, peanusyloLimx 3agaydu, CBA3aHHbIe C
npepoTBpaLLeHns obecneyeHneM 6e30nacHOCTM onepaLmoHHbIX
HeCcaHKUMOHMPOBAHHOTO  JOCTyna K | CMCTEM pacnpoCTPaHEHHbIX CEMENCTB;
AaHHbIM. — HaBblkamMu pa3paboTku, oTnagku,

OflK-13.21 YmeTb NPUMeHsATb COBpPEMEHHbIe | AOKYMEHTUpOBaHUA " TecTUpoBaHus
cpeacTea obecrnieyeHuss | nporpamm;

WHpOpMaLMOHHON 6e3onacHocTu — HaBblkamu 1cnonb3oBaHus

WHCTPYMEHTarnbHbIX CpeacTB  OTnagkm w”

OfIK-13.22 3HaeT OCHOBHblE NPOrpamMMHbIE METOAbI
3aWmThI AaHHbIX oT
HEeCaHKLMOHMPOBAHHOIo AocTyna

ansacceMbnMpoBaHms NPOrpamMMHOro Koaa;
— MeTogamMn OLUEHKM KayecTBa [OTOBOro
nporpaMmmMmHoro obecneveHus;

OriK-13.23 YMeeT npoBOA4MTbL aHanma nporpamMmmMHbIX
CpeacTs, NPUMEHSIEMbIX [N KOHTPONS U
3aWwmTbl MHOPMaLUmn

— HaBblkamMu paapa60T|<|A anropuTtMoB aOnA
pelweHns TUNOBbIX I'IpOCbeCCVIOHaﬂbeIX
3agad.

Orl1K-13.24 Ymeet npoBOAMUTb aTTecTauunio
nporpaMM W anropuTMOB Ha npeameT
COOTBETCTBUSI TpeboBaHMSAM  3aLUThI
MHpopmaLmmn

13. O6beM npakTUKM B 3a4eTHbIX eAuHULax / aK. vac. (8 coomeemcmeauu ¢ y4ebHbIM rnaHom) —

8/288.

Pdopma NpoOMeEXYTOHYHON aTTecTauumm 3a4em ¢ OUEHKOU.

14. TpypoeMKocTb NO BuAam y4ebHou paboTbl

TpyooemMKocTb
Bcero Mo cemecTpam
Bua yyebHon paboTbl 5
u. 4., B hopme
nn
Bcero yacos 288 288 217
B TOM 4yucrie:
KoHTakTHasa pabota (Bkntodyast HAC) 2 2 7
CamocTtosaTensHasa pabota 286 286 210
UToro: 288 288 217

15. CopepxaHue npaktuku (unu HAP)

n/n

Paspensl (atankI) Buabl ydebHon paboTbl

O6bem yyebHou paboThl, Y

KoHTakTHble CamocrTodate

NPaKTUKn Yachbl NbHasaA
paboTa
1. | lNodeomosumernbHbi | IHCTpyKTaX No obLMM BONpocaM, No TEXHUKE 1 10
U aman 6Ge3onacHocTu, cocTaBneHne nnaHa paborT.
2. | HayyHo- Bbibop Tembl MccnegoBaHus; onpegeneHne npobnemel, 0,5 100

uccnedosamernbCKU | obbekTa U NnpegmeTa uccrnenoBaHust; hopMmynmpoBaHmne
t aman uenu n 3agady uccregoBaHusl; TeopeTUdecKUn aHanus
niTepaTypbl M UcCcnegoBaHui no npobreme,
HEeOOXOOUMBIX WCTOYHMKOB MO Teme (MaTeHTHble
MaTepwansl, Hay4Hble OTYeTHlI, TexXHU4eckas
OOKyMeHTaumns v ap.); coctaBneHwe 6ubnuorpadpuu;

noabop




dopmynmpoBaHne paboyen rmnoTessl.
3. | Oman ebinonHeHusi | OnpepeneHne npobnembl, obbekTa U npegmeTa 0,5 100
uccriedosameribCcKu | nccnefoBaHnsi,  OpMynupoBaHMe uenu  u - 3agad
X pabom 10 | uccnegoBaHus, TeopeTUYECKUA aHanua nuTepaTtypbl U
UHOuUBuUOyaribHOMY uccrnegoBaHmn no npobneme, nposegeHne o63opa u
nnaxy BbIOOpP COBPEMEHHbIX WHM(OPMALIMOHHBIX TEXHOMOIMN,
cneumanbHoro NporpaMmmHoro obecneyeHus n
0o6opyaoBaHus Ans pelleHns MOCTaBNEeHHOW 3aga4vm no
aHanuay 3awuueHHocTn obbekTa WHdopMaTU3aumy;
npoBefeHne CaMOCTOSATENbHOrO pelleHns y4ebHou
Hay4YHOW 3agayu, UccriegoBaHUNA U 9KCMEPUMEHTOB.
4. | Oman ogpopmneHus | OnucaHne npodenaHHonm paboTbl C CaMOOLIEHKON 0 76
omyéma 1o | pe3ynbTaToB NPOXOXAEHNS NpaKkTuKu;
umoeam rpakmuku | (bopMynmMpoBaHWe BbIBOOOB W MpeasiokKeHun no
opraHv3aumm NpakTukK.

16. MNepeyeHb y4yebHOM nuUTepaTypbl, pecypcoB ceTu «UHTepHeT», HeOOXoAMMBbIX Ans
NPOXOXAEHUS NPaKTUKK (CrIUCOK /1Umepamypbl 0ghopmrisiemcsi 8 coomeememeuu ¢ mpebosaHUsIMU

IOCT u ucrnionb3yemcsi obwiasi ckeo3Hasi Hymepauus 01151 ecex audo8 UCMOYHUKO8)
a) OCHOBHas nuTepaTtypa:

Ne n/n

McToYHMK

1.

Wknsp, M.®. OcHoBbl Hay4HbIx uccnegoBanun / M.®. Wknap. — Mockea: Jawkos n Ko, 2012. —
244 c. URL:http://biblioclub.ru/index.php?page=book&id=112247.

HosukoB A.M., HoeukoB [1.A. MeTogonorusi Hay4Horo uccnegosanus. — M.: Jinbpokom. 2010 —
280 c.
URL:http://www.methodolog.ru/books/mni.pdf.

OcHoBbl ynpasneHus nHPOpMaLMOHHOM Be3onacHOCTbIO: [y4ebHoe nocobune Ans CTyAeHTOB
BY30B, 00y4aloLLMXCs MO HanpaBneHUsIM NoAroTOBKM (CneumManbHOCTAM) YKPYNHEHHOW rpynmbl
cneunanbHocTen 090000 - "NHdopm. 6esonacHocTb"] / A.l. Kypuno [n gp.]. — 2-e u3g., nenp. —
Mocksa: Nopayvasa nuHua-Tenekom, 2014. — 243 c¢. — (Bonpockl ynpaBneHns MHopMaLMoHHON
6e3onacHocTbio; KH.1). — ISBN 978-5-9912-0361-6.

Kpakosckun, KO.M. NHdopmaumoHHas 6e3onacHoCTb U 3awmta MHopmauun: yyebHoe nocobume
ans ctyd. o6yy. no cneumanbHOcTU «MHpOpMaUNOHHBIE CUCTEMBI Y TEXHOMNOTMUY OHEB. U 3304.
dopm 06y4deHus / O.M. Kpakosckuii. — M.; Poctos H/[: MapT, 2008. — 287 c. — ISBN 978-5-
241-00925-8.

WwewnHoB, Bavecnas AkoBneBud. 3alwmTa koHuaeHUnanbHom nHdopmaumm: [ydebHoe nocobue
Ons cTyA. By3oB, oby4. no cneuunansHoct 090103 "OpraHusaums 1 TEXHOMOrMs 3awuThbl
nHpopmaumn" n 090104 «KomnnekcHas 3awmuta o0bekToB MHopmaTmnsaumm»]/ B.A. NwenHos,
M.B. MeuatyHsaH. — M.: ®POPYM, 2009. — 254 c. : un. — (Beicluee obpasoBaHue) .—
Bunbnuorp.: ¢.249-254 .— ISBN 978-5-91134-336-1.

doctep, Oxenmc. 3awmuTa ot B3noma: cokeTsl, akennonTel, shell-kog: / Ox. doctep, M. lNMpaiic;
nep. c aHrn. A. A. CnuHkmHa. — Mocksa: MK [Mpecc, 2008. — 784 c. — ISBN 5-9706-0019-9:
449.10 p. — URL:http://e.lanbook.com/books/element.php?pll_cid=25&pll_id=1117.

Ckyauc, 3a. NMpoTneocTosiHMe xakepam. [owaroBoe pykoBOACTBO MO KOMMbIOTEPHBIM aTakam u
acppexkTnBHOM 3awmTe: / Q. Ckygmc. — Mockea : MK lMpecc, 2009 .— 512 ¢. — ISBN 5-94074-
170-3: 176-00 .— URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1112.

Fony6, Bnagnmnp AnekcaHgpoBud. 3awmta oT Bpe4OHOCHOro NporpamMmmMHoOro obecneveHms:
y4ebHoe nocobve ans By3os / B.A. Mony6; BopoHex. roc. yH-T.— BopoHex: JIOIN By, 2006. —
31 c. — URL:http://www.lib.vsu.ru/elib/texts/method/vsu/may07045.pdf.

XoBapg, Mavikn. 19 cMepTHbIX rPexoB, yrpoxatowwmx 6eszonacHocTn nporpamm. Kak He gonyctuTb
TUNUYHBIX owmbok: / M. Xoeapa, [. Ne6bnank, [x. Buera; aBT. npeaucn. A. Moparn .— Mockea :
OMK lMpecc, 2009 .— 287 c. — 3arn. u aBT. opur.: 19 deadly sins of software security / Michael
Howard, David Leblanc, John Viega .— ISBN 5-9706-0027-X .—
URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1118.

10.

3anues 0.B. Rootkits, SpyWare/AdWare, Keyloggers & BackDoors: O6HapyxeHue 1 3awmTa /
0O.B. 3anues. — CI16.: BXB-lNeTepbypr, 2006. - 304 c.

11.

WaHbruH, B. ®. 3awwmTta koMmnbloTepHON nHdopmaumm. OdekTnBHble MeTodbl U cpeacTaa: /
WaHbruH B. ®. — Mocksa: MK lMpecc, 2010. — 544 ¢c. — [donyweHo Y4ebHo-MeToan4ecKkum
ob6beavHeHEM BYy30B MO YHMBEPCUTETCKOMY NMOSIMTEXHUYECKOMY 0Opa3oBaHUI0 B Ka4ecTBe
y4yebHoro nocobust Ansa CTy4eHTOB BbICLUMX YYEOHbIX 3aBe4eHUN, 0bydaroLmxcs no
HanpasneHuto 230100 «MHdopmaTuka 1 BeluMcnuTensHasa TexHnka». — ISBN 978-5-94074-518-
1. — URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1 id=1122.
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12.

AcTaHuH, NBaH KoHcTaHTMHOBMY. 3awwmTa nHpopmaumm: yyebHoe nocobue ans sysos / U.K.
AcTtaHuH, H.WN. AcTaHuH; BopoHex. roc. yH-T, JIncknHckuin gounmnan. — BopoHex: BopoHex. roc.
yH-T, 2006. — ISBN 5-9273-1080-x.

6) gononHuTenbHasa nuTeparypa:

Ne n/n

NcTouHnk

13.

Mypomuesa A. B. VckyccTso npeseHTaunn. OCHOBHbIE NpaBura 1 npakTuieckne
pekomeHgaumn / A.B. Mypomuesa. — Mocksa: ®nuHTa: Hayka, 2014. — 108 c.

14.

KpyunHuH, B.B. KOMNbOTEPHbBIE TEXHONMOMMU B HAY4YHbIX UCCNEOBAHMUAX: Y4€OHO-
meToanyeckoe nocobue / B.B. KpyunHuH. — Mocksa: TYCYP (TomMckuin rocyaapCTBeHHbIV
YHUBEPCUTET CUCTEM YNPABEHNS U PaANOINEKTPOHUKM), 2012. — 57 ¢. — Pexum goctyna:
http://e.lanbook.com/books/element.php?pll id=11269.

15.

AHppees, .. OcHOBbI Hay4HOM PaboTbl N METOAONOMNS AUCCEPTALMOHHOIO uccnegosaHms /
.. Angpees, B.B. bapsuHeHko, B.C. Bepba. — Mockea: ®PnHaHchl U cTaTucTuka, 2012, — 296
c. — Pexxum poctyna: http://e.lanbook.com/books/element.php?pll id=28348.

16.

Cuctembl n cpegctea nHdopmatukn: ExxerogHuk / I'n. peg. U.A. Cokonos. — Mocksa: UM
PAH. — 2010.— Bbin. 20. — Ne 2. — 350 c.

17.

depnepanbHbI 3akoH oT 27 utonsa 2006 roga Ne 149-d3 «O6 nHdopmaumm, MHPOPMaLNOHHBLIX
TEXHOMNOrMAX 1 o 3awmte nHdopmaummy // CobpaHme 3akoHogaTensctea Poccuiickomn
Pepepaumm, 31.07.2006, Ne 31 (1 4.), cT. 3448.

18.

depnepanbHbIi 3akoH oT 27 uionsa 2006 roga Ne 152-d3 «O nepcoHarnbHbIX AaHHbIX» //
CobpaHue 3akoHogaTtenbcTBa Poccuiickon ®epepaunun, 31 nons 2006 roga Ne 31 (1 4.), cT.
3451.

19.

FOCT P MCO/M3K 27001-2006 MHdopmaLmoHHasa TexHonormus. Metoael n cpeacrtsea
obecneyeHus 6esonacHocTn. CucTemMbl MeHegKMEHTa MHOpMaLMOHHOW 6e30nacHoCTK.
TpeboBaHus. (yTBepxaéH n BBeaéH B aericteume MNpukasom degepanbHOro areHTcTBa no
TEXHUYECKOMY perynMpoBaHuio n metponorum ot 27 gekabps 2006 r. Ne 375-cT).

20.

Mpuka3s ®egepanbHON Cnyx0Obl MO TEXHUYECKOMY M 3KCNOPTHOMY KOHTponto Poccuu ot 11
despans 2013 roga Ne 17 «O6 ytBepxxaeHun TpeboBaHui 0 3awimTe nHopmaumu, He
COCTaBnsoLLen rocygapCTBEHHYIO TalHy, coaepallencsi B rocyaapCTBEHHbIX
MHOPMaLIMOHHBIX cnuctemax» // Poccuinckas raseta, Ne 136, 26.06.2013.

21.

Mpuka3 ®enepanbHON Cnyx6bl MO TEXHUYECKOMY U 3KCMOPTHOMY KOHTponto Poccum ot 18
deBpans 2013 roga Ne 21 «O6 yTBEpPXOEHMM COCTaBa U coaepXaHWs OpraHn3aunoHHbIX U
TEXHUYECKNX Mep No obecnevyeHnto 6€30MacHOCTN NePCOHanbHbIX AaHHBIX NPy X 06paboTke B
MHOPMAaLIMOHHbBIX CUCTEMaX NepcoHanbHbIX AaHHbIX» // Poccunckas raseta, Ne 107,
22.05.2013.

22.

MeToanuecknii LOKyMeHT. Mepbl 3aLnTbl UHOPMAaLMK B TOCY4apCTBEHHBIX MHAOPMAaLMOHHbLIX
cuctemax (yrB. PCTIK Poccum 11.02.2014).

23.

MoctaHoBneHue MNpasutenscTBa Poccuickon deaepaumm ot 1 Hos6pst 2012 roga Ne 1119 «O6
yTBEpXXAeHun TpeboBaHn K 3amuTe nepcoHarnbHbIX AaHHbIX Npy nx obpaboTke B
MHOPMALIMOHHBIX CUCTEMAaX NepCoHanbHbIX AaHHbIX» // CobpaHue 3akoHogaTenbCTBa
Poccuiickon ®epepauyun, 05.11.2012, Ne 45, cT. 6257.

24.

Meuepsiko B.A., XXenesHsk B.I1., BoHgapb A.O., Ocunexko A.J1., BabknH A.H. lNMepcoHanbHble
OaHHble: opraHm3aumsa obpaboTkm n obecneveHms 6e30MacHOCTM B OpraHax rocyaapCTBEHHOM
BNacTu u mecTtHoro camoynpaenenus / Nog pea. B.A. MewwepsikoBa. — BopoHex: BopoHexckun
uHctutyT MB[ Poccun, 2014. — 186 c.

25.

MocTtaHoBneHne npaButTenbcTBa BopoHexckon obnacTtu ot 28 anpens 2011 roga Ne 340 «O6
YTBEPXAEHUN MOJOXKEHMS O €UHOM PEeecTpe rocyAapCTBEHHbIX MHAOPMALMOHHBLIX CUCTEM
BopoHexckoi obnactuny» // CobpaHue 3akoHogaTenbcTBa BopoHexckon obnactun 20.06.2011 Ne
4, cT. 285.

26.
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cuctembl n TexHonorun" / B.M. MenbHukos, C.A. KnenveHos, A.M. lNeTpakos; nog pea. C.A.
KnenmeHosa. — M.: ACADEMIA, 2006. — 330 c. — ISBN 5-7695-2592-4.

27.

Muporoe B.HO. Accembnep u gnsaccembnmpoanue / B.1O. MNMuporos. — CI6.: BXB-INeTepbypr,
2006. - 464 c.

28.

AnekcaHgp JopoHuH. busHec-pasBegka http://fxt.com.ua/business_literatura/131-aleksandr-
doronin-biznes-razvedka.html.

29.

TaHeHbaym Q. KomnbtoTepHble cetn / . TaHeHbaym. — CI16. : Mutep, 2005. — 991 c.

30.
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31.

"oHyapoB, Uropb Bacunbesuy. MiHdopmaumoHHas 6e3onacHocTb. Cnosapb no TepmuHonoruu / U.B.
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180 c. — Tupax 300. 11,3 n.n. — ISBN 9785442003246.

MenbHukoB, Bnagnmunp Maenosuy. MHdhopmaumoHHas 6e3onacHOCTb U 3awmuTa MHdopmMaumm: yyebHoe
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.— 330 c. : un .— (Bbicwee npodeccuoHansHoe obpa3oBaHue. VMiHdopmaTtuika v BblYUCnUTENbHAsA
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AnppuaHos B.."LLInnoHckune wity4kn" n ycTponcTea Ans 3awwmTsl 06bekToB 1 nHpopmauun: Crpas.
nocobue / B.A. BopoauH, A.B. Cokonos. — C-I16.: JlaHb, 1996.

AbanmasoB 3./. MeToapbl 1 NHXEHEPHO — TEXHUYECKUE CpeacTBa NPOTUBOAENCTBUS MHPOPMALIMOHHBIM
yrposam / 3.1. Abanmasos. — M.: 'poTek, 1997.

35. BpycHuumH H.A. OTKpbITOCTb U WnuoHax / H.A. BpycHuuuH. — M.: BoeHnusgaT, 1991.

36 Bacunesckuin N.B. Cnocobbl 1 cpeacTsBa NpefoTBpaLleHns yTeukn MHOpMaLnm No TEXHUYECKUM

’ kaHanam / V1.B. Bacunesckuii. — M.: HIML "Henk", 1998.

37. Xopes A.A,, Cnocobebl 1 cpeactea 3M / A.A. Xopes. — MO P®, 1998.

FOCT P MCO/M3K 15408-2002 «MHdopmMaLmMoHHasa TexHonorus. Metoabl 1 cpeacrtea
obecneyveHns 6esonacHocTn. Kputepmm oueHkn 6e3onacHoCcTv MHOPMAaLMOHHBIX

33.

34.

38. TEXHONOrMn», NPUHAT N BBeAEH B AencTteue NoctaHosneHnem locctaHgapta Poccun ot 4
anpens 2002 r. Ne 133-cT.
39 MCO/M3BK 31000:2009 «YnpaeneHue puckamu. MNMpuHumMnbl n HanpaeneHusi», ISO Technical
) Management Board Working Group, 2009.
MCO/M3K 31100:2009 «YnpasneHue puckamu. Metogukm oueHkun pucka», ISO Technical Management
40. -
Board Working Group, 2009.
FOCT P NCO/M3K 27005-2010 «MHdopmaumoHHas TexHonorusa. MeTtoabl u cpeactea obecneyeHus
a1, MHpopMaLmoHHon 6e3onacHocTU. MeHeXXMeHT pucka MHpopMaLMOHHON 6e30NacHOCTUY», YTBEPXKAEH U

BBeeH B aelictBue Mpukasom GepeparnbHOro areHTCTBa No TEXHUYECKOMY PETYyNIMPOBaHNIO U METPONOrUK
oT 30 Hos6pst 2010 r. Ne 632-cT.

B) MHOPMALMOHHbBIE 3NTIEKTPOHHO-00pa3oBaTenbHble pecypchbl (0duumanbHble Pecypchl MHTEPHET)*:
Ne n/n Pecypc
1. | BBC JaHb
OBC «YHuBepcutetckasa bubnumoteka online»
OBC «3nekTpoHHas 6ubnuoteka TexHnyeckoro BY3a» (3BC «KoHcynbTaHT cTygeHTay)
9BC IOPAUT
OnekTpoHHas bubnuoTteka yyebHo-mMeToaNYeCcKkMX MaTepuanos BIY. Pexum goctyna:
http://www.lib.vsu.ru
http://www.cryptopro.ru
http://www.infotecs.ru
http://www.lissi-crypto.ru/
http://www.signal-com.ru
http://www.shipka.ru
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* BHavane ykasbiBaoTca OBC, ¢ koTopbiMm wumetoTcs gorosopa y BIY, 3atem OTKpbITble 3nEKTPOHHO-
obpasoBaTernbHble pecypehl U T.4.

17. OOGpa3oBaTesfibHble TEXHONIOMMU, MpPUMEHSIeMble MpU NpoBeAeHUUN MPaKTUKU U
MeToAuYecKne yKkasaHus Ans ooy4arolmxca No NPOXoXKACHUIO NMPaKTUKK

OTyeT N0 npakTuke [JOfMKEeH OblTb M3MOXKEH TEXHUYECKUM T[PaMOTHbIM $3bIKOM C
NPUMEHEHNEM pPEKOMEHAOBAHHbIX TEPMUHOB U abbpesuatyp 6e3 opdorpadpuyeckux u
rpaMmmaTryeckmx owmnbok. MNMpeacraBneHHbIN OTYET NO NPaKTUKE OLEHMBAETCSA Ha COOTBETCTBUE
WHpopmauun, npeacTaBneHHoM B OT4yeTe, AaHHbIM U3 MHOPMAaUMOHHBLIX PecypcoB obuiero
poctyna cet IHTepHeT, MmaTepuanos Nekumm, y4ebHON 1 TEXHUYECKON NUTepaTypbl.

CTpyKTypa oTyeTa no npaktuke

1. OT4eT NO NpaKTUKE OOSDKEH BKMAOYATb TUTYIMbHBIA JIUCT, coAepXaHue, BBeAeHue,
ONUCaHNEe TEeOopPEeTUYECKUX W MNPaKTUYEeCKUX acrneKTOB BbIMNOMHEHHOW paboTbl, 3aknio4veHue,
CMMUCOK UCMOSMb30BaHHbBIX UCTOYHUKOB, NPUMOXKEHUS.

2. Ha tutynbHOM nucte p[omkHa ObiTb NpeAcTaBneHa Tema NpakTUKW, rpynna u
amunua CcTygeHTa, faHHble O npeanpusaTuM, Ha 0ase KOTOPOro BbIMOMHSAMACh NpakTuka,
hamnnusa pykosoamnTens.

3. Bo BBegeHun CTygeHTbl OOSMMKHbI [JaTb KpaTKOe OnucaHue 3ajadu, pellaemMon B
paMKax npakTuKu.


http://docs.cntd.ru/document/902271111
http://docs.cntd.ru/document/902271111

4. B ocHOBHOM 4acTu oTyeTa CTyAEHTbl NPMBOAAT NOAPO6HOE onucaHue npoaenaHHowm
TeopeTn4ecKkomn n (Unu) NpakTuyeckom paboTbl, BKIKOYas onvcaHne n o6ocHoBaHMe BblOpaHHbIX
peLLeHni, onnucaHme nporpamm u T.4.

5. B 3aknoyeHnn faeTtca KpaTkasa XxapakTepucTuka npogeniaHHon paboThl, U NPUBOAATCA
ee OCHOBHble pe3ynbTaThbl.

6. B npunoxeHunax npmBoaaTCs HENOCPEACTBEHHbIE pe3ynbTaTbl pas3paboTKu: TEKCTbI
nporpamm, rpadmkm 1 guarpaMmmel, U T.4.

TpebosaHusi K 0hopMIIeHUK omYyema

1. OT4yeT opopmMndaeTCca B ne4aTHOM BUAe, Ha nuctax gpopmaTta A4.

2. OCHOBHOWM TEKCT OT4yeTa BbINOMHSAETCH WpudpTomM 14 NyHKTOB, C MHTepBanom 1,5
Mexay cTpokamu. TekcT pa3buBaeTca Ha ab3aubl, Kaxabli M3 KOTOPbIX BKIKOYAET OTCTyn u
BblpaBHMBAHME MO LLUMPUHE.

3. TekcT B NpUNoXXeHNAX MOXeT ObiTb BbINONHEH 6onee MeNKMm WprugTOM.

4. OTt4yeT pas3dbuBaeTca Ha rnaBbl, MNyHKTbl M MNOAMYHKTbI, BKIOYalOWME OECATUYHYHO
HyMepaLmto.

5. PUCyHkn 1 Tabnuubl B OTYETE LOSMKHbI UMETb OTAESbHY0 HYMEpPAaLUIO U Ha3BaHWS.

6. Becb oTtyeT pomkeH ObITb OodopmSieH B eOMHOM CTune: Besde B oTyeTe Ans
3arofloBKOB OAHOrO0 YPOBHS, OCHOBHOIO TeKCTa W NOAMMCEN [OOMMKEH WCMOoNb30BaThCS
OAMHAKOBbIN LLPUAT.

7.CTpaHMubl OTYeTa HYMEpPYHTCH, HaunHas C TUTynbHOro nucrta. Homepa cTpanuy
NPOCTaBNATCA B NPAaBOM BEPXHEM YIiy N5l BCEro oT4eTa KpoMe TUTYSbHOro NiucTa.

8. CopepxaHne oTyeTa AOSMKHO BKIKOYATb NEpeYeHb BCEX MaB, MYHKTOB M NOAMYHKTOB,
C yKazaHMeM Homepa CTpaHuLbl AN KaKO0ro anemMeHTa cogepXaHus.

9. CcbinikM Ha nuTepaTtypy M ApyrMe WCNONb30BaHHbIE WMCTOYHWKM OhopmMnsoTCcs B
OCHOBHOM TEKCTe, a CaMWN UCTOYHUKN NEPEYUCNAIOTCS B CUCKE UCMONb30BaHHbIX NCTOYHUKOB.

10. O6bem oT4eTa MO NpakTUKe AOSMKEH ObITb HE MeHee 20 cTpaHuL.

18. MaTepnanbHo-TeXHU4YecKkoe obecneyeHne NPaKTUKN:

2. BopoHex, yn. YHueepcumemckas nnouwads, 8.1, anagHbll y4ebHbIl Kopryc, ayd.214.
KomnbtoTep B coctaBe (16 wr.): cucteMubin 6nok: npoueccop Intel(R) Core(TM) i5, onepaTtusHas
namatb 86, HDD 500I6; monutop: LG FLATRON. MynbTumeananpoektop BenQ. OkpaH HaCTeHHbIN
ans npoektopa. Ayamo kornoHku Creative A60. KommyTaTop.

2. BopoHex, yn. YHusepcumemckas nnowads, 0.1, y4ebHbiu kopryc 16, ayd.407.
Komnbtotep B coctaBe (16 wrt.): npoueccop Intel(R) Core(TM) i7-7700 CPU @ 3.60GHz,
onepatnBHasa namatb 16 6, SSD 256 6, HDD 1T6, Buaeokapta NVIDIA GeForce GTX 1080 Ti;
moHutop DELL S2419HN. Komnbtotep B coctaBe (1 wT.): npoueccop Intel(R) Core(TM) i7-7800X
CPU @ 3.50GHz, onepatuBHaga namsatb 96 6, SSD 1T6, HDD 4T6, suaeokapta NVIDIA GeForce
RTX 2080 Ti (2 wT.); moHutop DELL S2419HN. UctouHuk 6ecnepebornHoro nutaHua APC Back-UPS
BV1000I-GR, line-interactive, mowHocTb:1000BA, 600BT (16 wT.). UcTtouHnk 6GecnepeboriHoro
nutaHna Legrand KEOR LINE RT 1500BA (1 wrt.). Kommytatop HP 2530-24G Switch (Managed,
24*10/100/1000 + 4 SFP, 19"). NHTepakTnBHaa gocka SMART SBM685 (87 awownmos, MO SMART
SLS) ¢ naccuBHbIM noTkoMm. lNMpoektop Vivitek DH758UST (ynbTpakopoTtkodokycHbin, DLP, Full HD
1080p (1920 x 1080) , 3500 ANS, 10000:1, nonHas nogaepxka 3D).

2. BopoHex, yn. YHusepcumemckas nnowads, 0.1, anasHbil y4ebHbit kopryc, ayd.124.
KomnbtoTep B coctaBe (17 wr.): cucteMHblin 6nok: npoueccop AMD Ryzen 7 3800X 8-Core
Processor, onepatnBHas namatb 326, HDD 176, SSD 25616, Buaeokapta NVIDIA GeForce GTX
1050; M™oHutop: Dell S2419H. WHTepaktuBHas pocka SMART SBM685 (87 pgronmos).
MynbtTumegunanpoektop Vivitek ynbTpakopoTkodhoKkyCHbIM. WNCTOYHUK GecnepebonHOoro nutaHus
Legrand Keor SPX 1000 BA IEC C13 (16 wrT.). NictouHuk BGecnepeboriHoro nutaHusa Legrand Keor
Line RT 1000 BA (1 wT.). KommyTtatop HP 2530-48G Switch (1 wr.).

2. BopoHex, yn. YHusepcumemckas nnowads, 0.1, anasHbil y4ebHbIl kopriyc, ayd.226:.
Mono6riok HP: npoueccop Intel(R) Core(TM) i3-6100 CPU @ 3.70GHz, onepatueBHas namsaTtb 810,
SSD 250r6. Mynbtumeguanpoektop Epson. Ayamo konoHku EV (2 wrT.). MukpodoH. OkpaH ans
npoekTopa. MapkepHble naHenu Askell (2 wr.).

2. BopoHex, yn. YHusepcumemckas rniowads, 0.1, y4ebHsit kopryc 16, ayd.406:




YuebHbili cmeHd 'lpoepammHbie cpedcmea Kpunmoepaguu”, SCRYPTO B coctaBe: Kapkac
MOHOG0Ka (1 WT.); MHTErPUPOBAHHBIN BbIYMCNUTENbBHLIA y3en 3 WT.) B cocTtase: npoueccop Intel:
OBa siapa ¢ TaktoBol 4yactotom 2700 Mlu, O3Y: o6bém 4 6 Tmn DDR-3, TBEpaoTenbHbIN
HakonuTenb SSD obbemom 60 6, 6nok nutaHms mowHocTbio 300 BT, 2 ceTeBbIX MHTEpdenca
GigabitEthernet; nepekntoyatens KBM-tuna D-Link (1 wT.); HeynpaBnsembin kommyTtaTop D-Link (1
LIT.); MOAYNb MUTaHWSA, KOHTPONSA U MHTEerpauMm creHga B o6yt nabopatopumio (1 WT.); MOHUTOP
Philips(1 wTt.); komnnekrT koHconn pabodero mecta obydaemoro (1 WT.) B cocTaBe: knasuartypa
Oklick, wbiwb OKlick; komnnekt y4ebHo-meToaudecknx nocobun (1 K-T.); cTaTUCTUYECKOE
nporpamMmmHoe obecrneveHne ynpasneHuss mogynem nutaHus (1 wr.); naw-AMCK BOCCTaHOBIEHUS
OC Ha wuHTerpupoBaHHbiX [MK (3 wT.) ¢ onepaumoHHoW cuctemon ArchLinux; dnaw-guck
MYNbTUMELUAHOIO MeToan4eckoro nocobus (1 WwT.); rpynna KOMMYTaUNOHHbBIX MOPTOB (2 WT.).
Tunosol Komrinekm y4yebHo2o obopydoeaHusi "Cemesasi 6esonacHocme”, SECURITY B cocTaBe:
yrnpasnsembli KOMMyTaTop TpeTbero ypoBHA D-Link (1 wT.); ynpasnsembin KOMMyTaTop BTOPOro
ypoBHsi D-Link (1 wrt.); annapaTtHO-NporpaMMHbIi 3MyNATOp YCTPOWCTBa fokanbHon cetn (1 wrT.);
HeynpaBnsembli kommyTtaTtop D-Link (2 wr.); mapwpyTtudatop 6ecnposogHon D-Link (2 wrT.);
6paHamayap D-Link (2 wrt.); Mogynb NWUTaHWS, KOHTPOMS W WHTerpauum crteHga B obuyio
na6opatopuio (1 WT.); KOMMyTaUMoHHasA naHenb (1 WT.); BBIMUCAUTENbHBINA y3en (4 WT.) B COCTaBe:
npoueccop Intel: gBa sagpa ¢ TaktoBom 4actotom 2700 Mru, O3Y: 06vém 4 6 Tvn DDR-3,
TBEepAoTenbHbIN HakonuTenb SSD o6bemom 60 6, 6nok nutaHnsa mowiHocTbio 300 BT, 2 ceTeBbIX
nHTepdenca GigabitEthernet, 1 0GecnpoBogHol ceTeBoM WHTepdenc; MOHOGMOK (1 wWrT.);
cTaTucTu4eckoe nporpaMMmHoe obecrnedyeHve ynpaBneHus MoAyneM MUTaHUSA, KOHTPONs MU
nHTerpaumu (1 wr.); nporpamMmmHas cuctema BocctaHosrnenus U-Profi (R) (4 donaw-ancka obbemom 8
) (1 wr.); yanuHutens USB (4 wrt.); kabenb VGA (2 wr.); naty-kopg (10 wrt.); meTtogmyeckoe
nocobue (2 k-ta.).

YuebHo-npakmuyeckuli cmeHd «Cucmembl KOHMposs u ynpasneHus docmyriom», P3UN-CKYL B
cocTtaBe: mofenb cTeHbl (1 wrT.); HoyTbyk Lenovo (1 wrt.): akpaH ¢ gnaroHanbio 15.6" (paspelueHve
1366x768), O3Y obbemom 2048 MO, HakonuTenb obbemom 120 6, npoueccop Intel ga agpa c
TakToBon 4vactotonm 1,4 [Tu, Beb-kamepa; ckaHep NMHEWHbIX U OBYMEPHbIX LWITPUX-kogoB (1 wrT.);
ceetoamon (1 wWwT.); anekTpoMexaHudecknin 3amok (1 wT.); ceteBon KoHTponnep CKY[L (2 wrt.);
MYNbTUMELUMHBIN TEPMUHAN MHOrOaKTOPHOW naeHTUdUKaUumn, B TOM Yncrne pacnosHasaHme nu (1
LUT.); HAcTONMbHOE YCTPOWCTBO YTEHUA M 3anuMcu cmapT-kapT (1 LWT.); KOHTaKTHas cMapT-kapTa C
ob6bémom namaTn 256 6ant (5 wT.); USB kntod tnn e-token (1 wrt.); komnnekT MO u koHBepTOp (1
WwT.); nporpammatop kapT Mifare HacTonbHbIM (1 WT.); cuMThiBaTENDb DECKOHTaKTHBIX KapT Em-Marine
(1 wT.); cunTbiBaTENb GECKOHTAKTHBIX KapT Mifare (1 wrT.); cmapT-kapta Tun Mifare (5 wrt.); cmapT-
kapta Tun Em-Marine (5 wrt.); kntoy iButton (Touch-Memory) (5 wT.); nporpammartop kntoyen Touch-
Memory (1 wTt.); Moaynb cornacoBaHusa nHTepdencos (1 WT.); INEKTPOMArHUTHbIA 3amMoK (1 wWrT.);
cuntbiBaTenb kniovern TouchMemory (1 wrt.); ceteBon koHTponnep TouchMemory (1 wrT.); 6nok
nutanusa (1 WwT.); nporpamMmma pacno3HaBaHuss aBTOMOOUNbHLIX HOMepoB (1 wT.); makeT Homepa TC
P® (5 wr.); ceteBoe pene (1 wrt.); IP-kamepa (1 wrt.); koMmyTaTop Heynpasnsembli D-Link (1 wrT.);
MoAynb MUTaHWSA, KOHTPOMNS W WHTerpauuu Komnnekra B obwyto nabopatopuo (1 wrt.);
cTaTucTu4eckoe nporpaMMmHoe obecnedeHve ynpaBneHus MoAyneM MUTaHUS, KOHTPOMs MU
nHTerpauuu (1 WwT.); NporpamMmmMHbIn aMynATop dmandeckmx obbekTos goctyna (1 wr.); metTognveckoe
nocobwue (2 wr.).

19. OueHo4HbIe cpeacTBa AN NPOBeAEeHNA TEKYLEN N NPOMEXYTOYHOWN aTTecTaumm
oby4aroLwmxcsi No NpakTmke

HaumeHoBaHune UHavkaTop(bl)
]
I_'I‘;I'_I pasgena AUCLUNINHDbI K?_::I';?;f" OOCTUXEeHUs OueHo4Hble cpeacTBa
(mogyns) KOMNEeTeHLuun
ModzomosumernbHbIU
1. OriK-9 Ol1K-9.15 OTyeT No npakTuke.
amarn
Hayuto- § OrK-9 OriK-9.13
uccrniedogamernbCcKull OriK-9.14
sman OrK-13.1;
> Ol1K-13.3 OT4eT no npakTuke. 3awmTa oT4eTa no
' Ol1K-13.4 NPakKTUKe.
Orik-13 OllK-13.7
Or1K-13.8
Or1K-13.10




HanmeHoBaHue Unpgukarop(bl
:ﬁ paspena QUCLUUINIIUHBI K?_m';?;f" nocmmemgm) OueHoOYHbIe cpeacTBa
(moayns) KoMmneTeHUUun
OlK-13.11
OlK-13.13
OlK-13.14
OlK-13.15
OlK-13.17
Ol1K-13.18
Ol1K-13.19
OIlK-13.20
OlK-13.21
OlK-13.22
OlK-13.24
Oman ebinonHeHus OnK-9 Ol1K-9.16
uccrie0osameribCKUxX OllK-9.17
3 pabom ro 82512: Ortuet Mo I'IpaKTVIpI;e. 3aé.l.l,I/ITa oTtyeTa rno
’ -13. npakTuke.
Zzgzsuayaanomy OrlK-13 OrKi3 16
OlK-13.23
Oman ogopmneHus Ol1K-13.6
4. | omyéma no umoaam Or1K-13 Ol1K-13.9 OTy4eT Mo NpakTuke.
MpomexyToyHas aTTecTaumsi VHavBMayansHoe sajaHme
dopma KOHTPOnsi — 3a4Yem ¢ OUeHKou

20. TunoBble OLEHOYHble cpeAcTBa M MeToauYeckuMe MaTepuanbl, onpegensilowme
npoueaypbl OLeHUBaHUA

20.1 TeKywWwyMn KOHTPOSIb YyCNeBaeMoCTH
KoHTponb ycnesaemMocTv No ANCUUNITMHE OCYLLECTBIIAETCS C NOMOLLBIO CrieayHoLLMX OLEeHOYHbIX
cpeacTs:
NHaouBmayansHble 3agaHus

MepeveHb HAMBMAYaANbHbLIX 3a4aHNNA.

1. NpeHTndpumkauua mn ayteHtudpmkaums nonb3oBartenien. NpuMeHeHne nporpaMmmHo-annapaTtHbIX
CpeAcTB ayTeHTUdMKaLMM (CMapT-KapTbl, TOKEHbI).

2. BbnomeTpuyeckme cpeacTea ngeHTUMKaUnUM n ayteHTudrkauumn nons3osarenen.

3. AyTeHTuduKaums cybbekToB B pacnpedeneHHbIX cucteMax, NnpobnemMbl n pelleHums.

4. AyouT B MH(pOPMALMOHHBIX cucTemax. PyHKUMM 1 Ha3HaYeHne ayanTa, ero pornb B obecneyeHnm
MHJOPMaLIMOHHON Be30MacHOCTM.

5. Bupycbl n metoabl 60pbObl ¢ HUMU. AHTUBMPYCHbIE NPOrpaMMbl U NAKETbI.

6. MNporpammHo-annapaTHble 3awuTbl UHAOPMaLMOHHBIX pecypcoB B WHTepHeT. MexceTeBble
3KpaHbl, UX PYHKLMN N Ha3HAYEHWS.

7. MeToa NpOroHKw.

8. MeToa HaMMeHbLUNX KBAgpaToB.

9. CpaBHuTb MmeToa PyHre-KyTTbl n MmeToa Agamca 3agaHHOro nopsigka TO4HOCTW.

10. Kputepun oueHkn 6He3onacHOCTM  KOMMblOTEPHbIX  cuctem. CTpyktypa TpeboBaHun
6e3onacHocTn. Knacchl 3aueHHOCTI.

11. EguHble kputepum 6€30nacHOCTM MHPOPMALIMOHHBIX TexHonormn. MNMoHaTne npodmns 3awmThbl.
CTtpykTypa npocumns 3awwmThbl.

12. EanHble  kpuTepuun  6e30MacHOCTU  MHAPOPMAUMOHHBIX — TeXHOMorun. [poekT  3awuThbl.
TpeboBaHua 6e3onacHoOCTU (PyHKUMOHaNbHbIE TpeboBaHMA n TpeboBaHUS afeKkBaTHOCTH).

13. ToHaTue anekTpoHHoWn undposon noanucu. MNpoueaypbl GopMMpoBaHMSA LMPOBOWN NOLANUCHK.

20.2 NMpomexyToyHasa aTrectauusi

MpomexyToyHas aTTecTaums No AUCUUMIMHE OCYLLECTBMSIETCS C MOMOLLbIO CrieayoLwmnx
OLIEHOYHbIX CPEACTB:

Omyem o npakmuke




OueHka 3HaHWW, YMEHUA U HaBbIKOB, XapakKTepusylwmx aTtanbl HopMUpPOBaHNA
KOMMETEHUMN, NMPU NPOXOXAEHUMN NPAKTUKN NPOBOAUTCS B XO4€e MPOMEXYTOYHOW aTTecTauui.
[MpomexyTodHaa atTecTaumsi NPOBOAUTCA B COOTBETCTBUM C [1ONoOXeHMeM O NMPOMEXYTOYHOM
aTTecTtauum oby4varoLmnxcsa no nporpaMmmam BbiCclLero obpasoBaHus.

Tembl UHOUBUAYarIbHbIX MPOEKMO8

1. MpuHUMNBI NOCTPOEHUS CUCTEM 3aLUNTbl UHGOPMaLUWK.

2. AktyanbHOCTb npobnembl obecneyeHnss ©GesonacHOCTM B  UH(OPMALMOHHOM
obuiecTBe.

3. CpeaoctBa obecnevyeHns WHGpOpMaUMOHHON ©Ge30MacHOCTM B KOPMOPAaTMBHbIX
MHOPMALMOHHBIX CUCTEMAX

4. AnnapaTtHble cpeacTtBa obecneveHms NHpopmaunoHHOM 6e3onacHoCTH

5. MIHdopMaUNOHHbIE YSI3BMMOCTM OO BbEKTOB

6. NMporpammHbie cpencTea obecneyeHnst MHPOpPMaLMOHHOM 6e30nacHOCTH

7. AHTPOMOreHHble MHPOPMALMOHHbIE YA3BUMOCTU

8. TexHoreHHble MH(POPMaLMOHHbIE YS3BUMOCTU

9. OpraHunsaynoHHO-NpaBoBbIe cpencTea obecneyeHus MHGOpMaLOHHON
BesonacHocTn

10. Yrpo3bl MHpopMaLUMOHHON 6E30MNaCHOCTU N NX UCTOYHUKN

11. OpraH13aumnoHHO-agMUHUCTPaTMBHbIE CPeaCcTBa 3alUnThl MHpopMaLumn

12. OCHOBHbIE MPUYUHBI YTEYKN MHGOPMALMMN.

13. MNMonutnka 6esonacHocTU. OCHOBHbIE TUMbI NOANTUKK 6E30NacHOCTH.

14. Mepbl 3aWunTbl NepCoHasribHbIX aHHbIX B MHPOPMALIMOHHbLIX CUCTEMAX.

15. Wcnonb3oBaHWe HecepTUMUUUPOBAHHBLIX OTEYECTBEHHbIX U 3apyDOeXHbIX
MHGOPMALMOHHbBIX TEXHONOMMW, CPeacTB 3almTbl MHGOpPMaUuK, cpeacTs MHopMaTM3auuu,
TeNnekoOMMyHuKaumMm 1 CBS3WM MNpW CO34aHMM U pasBUTUM POCCUNCKOM WHAOPMALNOHHOM
NHPPACTPYKTYpbI;

16. Hay4yHo-TexHm4yeckume npobnembl  3awWmTbl  MHGAOPMALMOHHBLIX  PECcCypCoB,
MHAPOPMALMNOHHBIX Y TENEKOMMYHMKALUMOHHBIX CUCTEM;

17. ObwemeTtogonormyeckne npobrnembl KagpoBoro obecneyeHust MHPOPMaLMOHHOM
B©esonacHocTy;

18. HapyleHune 3akOHHbIX OrpaHUYEeHNn Ha pacnpocTpaHeHne nHopmMauuu;

19. MNpoTuBONpaBHbIE COOP 1 NCMOMb30BaHME MHOPMALMK;

20. AganTmBHble CUCTEMbI 3aLUTbl MHOpMaLMN.

lMpomexyTouHasa aTTecTaumsa No NPaKTUKE BKIKOYAET NOArOTOBKY U 3aluTy OoTyeTa.

OTtyeT cogepxuT criegylowme cocTtasnsowme: obpaboTaHHbIN U CUCTEMATU3NPOBAHHbLIN
mMatepman no TemaTuKe MPaKTUKK; IKCMEPMMEHTAmNbHY 4YacTb, BKIIHOYAKOLWLYHO OCHOBHbIE
MeTOoAbl NPOBEeAEHNSA UCCeAoBaHNA U CcTaTUCTU4eckon obpaboTkn, obcyxaeHne nonyyYeHHbIX
pesynbTaToB; 3aKM4YeHne, BbIBOAbI U CINCOK NUTEPaTYPHbIX NCTOYHUKOB. OT4eT 064a3aTenbHo
noanucbiBaeTcs (3aBepsieTcsl) pykoBoauTenem npakTuku. PesynbTaTbl NPOXOXAEHUS NPaKTUKM
AoknagbiBatoTca obyyarowmmcs B BUAE YCTHOrO COOBLIEHUS C AEMOHCTpauUmMen npeseHTauum
Ha 3acefaHuun kadeapbl (3aKMOYUTENBHON KOHepeHumm).

Mo pesynbTaTam [oknaga C YY4ETOM XapaKTepUCTUKM PYKOBOOAUTENS W KadecTea
npeaCTaBNeHHbIX OTYETHbIX MaTepuanoB obyvarLeMyca BbICTaBAAETCS COOTBETCTBYHOLLAS
oueHka (ouddepeHUMpoOBaHHbIA 3a4eT MO MTOram MpPaKTUKM BbICTaBMsETCA obyvarowmmcs
pykoBoAauTENEM MPaKTUKM Ha OCHOBAHWW JOKMada U OTYETHbIX MaTtepuaros, NpeacTaBfieHHbIX
obyvatowmmcs).

OueHKa no npakTuke BbICTaBNAETCS pyKoBOAUTENEM MPaKTUKM OT Kadpedpbl HA OCHOBE
cofepXaHna oTyeTa CTydeHTa, OT3blBa PYKOBOOUTENS OT NpeanpuaTud, BbICTYNNIEHUA C
npeseHTaumMen n 0TBETOB Ha BOMPOCHI NO UTOraM NPaKTUKMK.

OTyeT NO nNpakTUKe [JOMKEH OblTb M3MNOXEH TEXHUYECKM T[PAMOTHbIM SA3bIKOM C
NPUMEHEHNEM PEeKOMEHAOBAHHbIX TEPMUMHOB W abbpeBuatyp ©6e3 opdorpadpuyecknx wu
rpaMmmaTmyeckmx owwunbok. lMpu 3awmte oTyeTa NO MpPaKTMKE OLEHMBAETCA COOTBETCTBUE



WHpopmauuKn, npeacTaBneHHoM B OTYeTe, AaHHbIM U3 MHAOPMALMOHHBLIX PecypcoB o6Liero
aoctyna cet IHTepHeT, MmaTepmanos Nnekummn, y4ebHON 1 TEXHUYECKON nuTepaTypsbl.

KoHeYHbIMM pesynbTaTtamu OCBOEHUSI NPOrpaMmbl MPaAKTUKN SBNSIOTCA CHOPMMPOBAHHBbIE
KOrHUTMBHbIE [OECKPUNTOPbl «3HaTb», «YMETb», «BnageTb», PpacnucaHHble Mo OTAEeNbHbLIM
komneteHumam. OHuM npeacTtaBneHbl B Tabnuue. dopmumpoBaHMe 3TUX OECKPUNTOPOB
NPoOUCXoauMT B TEYEeHMEe BCEro nepuvoga nNpPOXOXOEHUs NPaKTUKW, B paMKax BbIMOMHEHUS
CaMOCTOATENbHON paboTbl HA MeCcTe MPOXOXAEHUS MPAaKTUKU NPU BbINONTHEHMM Pa3NUYHbIX
BMOoB paboT Noa pykOBOACTBOM PYKOBOAUTENS NPaKTUKM OT Kadeapsbl.

[nsa oueHkn geckpnnTopoB KomneTeHumn ncnonbdyetca 100 6annbHas wkana oueHoK.

[na onpeaeneHns akTUYeCKMX OLEHOK KaXKOoro nokasatens BbICTaBMsTCA creyoLlme
O6annbl.

Ona peckpunTopoB Kateropmumn «3HaTby:

- pesynbTaTt, CoAepXaluh MOMHbIA MpaBUSbHbIA OTBET, MNOSIHOCTbIO COOTBETCTBYET
TpeboBaHNAM KpuTepusi (OTBET MOSHbIA U NPaBUSIbHBIA HA OCHOBAHWW W3YYEHHbIX TEOPWUM;
MaTepuan M3noXeH B OnpedeneHHOW NOrmYyeckon nocrenoBaTenbHOCTM, HAYYHbIM SA3bIKOM;
oTBeT camocTtosTenbHbI — 85-100% OT MakcumansHoro konmyectso 6ansnos (100 6annos).

COOTBETCTBYET OLEHKE - KOTIIUYHOY;

- pesynbTaT, cogepXawunh HenosiHbl MpaBUSibHbIM OTBET WNWU OTBET, COLEpKaLLmi
He3HauyMTernbHble HETOYHOCTM (OTBET AO0CTaTOMHO MOSHbIA U NPaBWUSIbHbIA Ha OCHOBaHWUM
N3YYEHHbIX MaTtepuarnos, mMarepwuan N3NoXeH B onpeaeneHHom norn4yeckomn
nocrnegoBaTenbHOCTU, NPU 3TOM AONyLWeHbl ABe-TPU HeCyLLEeCTBEHHble owunbku), 75-84% ot
MakcuManbHOro konuyectaa 6annos; COOTBETCTBYET OLIEHKE - «XOPOLLOY;

- pesynbTaT, COAepXalluMi HEMONHbIA MNpPaBUMbHbLIN OTBET WNM OTBET, coAepXalumi
3HauyuTemnbHblE HETOYHOCTU (NpW OTBETE AOonyleHa CyLeCTBEHHas owubka, unn B OTBETE
cogepxutca 30 - 60% HeobOXxoouMbIX CcBeOeHUA, OTBET HecBA3HbI) — 60-74 % oT
MakcumarnbHOro konnyectsa 6annos; CoOOTBETCTBYET OLEHKE - «yAOBETBOPUTESTbHOY;

- pesynbTaTt, COAEpXalU HEMOSHbIA MNpPaBUNbHbIA OTBET (CTENEHb MONHOTbl OTBETa —
meHee 30%), HenpaBunbHbIN OTBET (OTBET HE MO CYyLLECTBY 3aJaHns) Unm oTCyTCTBME OTBETA,
T.e. OTBET, HE COOTBETCTBYWLUMA NOMNHOCTbIO TpeboBaHmam kputepuss, — 0 % oT
MaKkcMmManbHoro konudectsa 6annos. COOTBETCTBYET OLEHKE - «HEYAOBNETBOPUTENBHOY.

Ona peckpunTopoB Kateropun «YmeTb» u «BnapeTtb»:

- BbIMOMHEHbI BCe TPebOBaHMs K BbIMNOSIHEHUIO, HanMMCaHUIO U 3awWuTe OoT4yeTa. YMeHue
(HaBbIK) cdhopMmpoBaHO NONHOCTLIO — 85-100% OT MakcnmarnbHOro konmyecTsa 6annos.

COOTBETCTBYET OLEHKE - KOTIIUYHOY;

- BbIMOSIHEHbI OCHOBHblE TPeboOBaHWA K BbINOSHEHWUIO, OOPMIIEHUIO M 3alUMTE OT4eTa.
NmetoTca oTaenbHble 3ameyaHns U HefocTaTku. YMeHue (HaBblk) chopMMpPOBaHO 4OCTAaTOYHO
NosiHO — 75-84% OT MakcumanbHOro konmyectasa 6annoB. COOTBETCTBYET OLEHKE - KXOPOLLIOY;

- BbINONHeHbl 0©a30Bble TpebOOBaHMS K BbIMOMHEHUIO, OOPMIEHUID M 3aWuTe oT4veTa.
MmeroTca gocTaTovyHO CyLLECTBEHHbIE 3aMe4yaHusl U HegoCTaTku, Tpedywmne 3HauYnMTemNbHbIX
3aTpaT BpeMeHM Ha wucnpaeneHne. YMeHune (HaBblk) CHOPMUMPOBAHO Ha MWUHUMAanbHO
A0NyCTUMOM ypoBHe — 60-74% OT MakcumanbHOro konnyectsa 6annoB. COOTBETCTBYET OLIEHKE
- «yOOBNETBOPUTENBHOY;

- TpeboBaHUA K HAaNUCaHUIO 1 3awmTe otyeTa. IMerTCss MHOMOUNCHEHHbIE CYLLECTBEHHbIE
3aMeyaHuss U HegocTaTku, KOTopble He MOryT OblTb WMCnpaBneHbl. YMeHWe (HaBblk) He
chopmupoBaHo — 0 %.

[na aTtrectauumn CTyOeHT NpeabsiBNsieT OHEBHWMK NPaKTUKW, 3adaHue PYKOBOAMTENs Ha
NPOXOXOEeHME NPaKTUKM M 0OPMNSeT pes3ynbTaTbl MNPaKTUKM B BMAE OT4YeTa M rOTOBUT
BbICTYMNMIEHNE C Npe3eHTaumen nNo pesyrnbTaTtam NpPakTUKK.

[ns oueHnBaHMs pe3ynbTaToB 00y4YeHMs1 HA 3a4eTe C OLEHKOM mncnonbdyetcs 4-6annbHas
Wwana: «OTIANYHO», «XOPOLLOY», «y4OBNETBOPUTENBHOY, «KHEYA0BNETBOPUTENBHOY.
CooTHoOLLEHWE NokasaTeneun, KpUTEPUEB U LIKasbl OLLEHMBAHUSA pPe3ynNbTaToB 00yYeHUs.

YpoBeHb
KpuTepuun oueHnBaH1s KoMneTeHunm chopMupoBaHH LLIkana oueHoK




ocTn
KOMMNeTeHUUn
3HaTtb: pes3ynbTaT, CoAepXaliuMi MOJHbIA MPaBWUSIbHBLIA OTBET, MOSTHOCTHIO lNosbiweHHbIlU Omnu4Ho
COOTBETCTBYET TpeboBaHWAM KpuTepusa (OTBET MOMHbLIA W MpaBUNbHBIN Ha ypo8eHb
OCHOBaHMM W3YYEHHbIX TEOPWI; MaTepuan W3MOXeH B OMpeaeneHHoOn
norn4yeckomn nocrnenoBaTenbHOCTH, Hay4HbIM A3bIKOM; oTBeT
CaMOCTOSATESbHbIN.

«YMeTb» U «BnapeTb»: BbiNoOMnHeHbl BCce TpeboBaHMA K BbIMNOMHEHNIO,
HaNMCaHWUIO N 3alunTe OTYeTa.

3HaTb: pesynbTaT, cogepXalliMin HEMnomnHbI NPaBWUbHbLIM OTBET UMW OTBET, basosbll Xopowo
cofepXalluMin He3HauuTerbHble HETOYHOCTU (OTBET AOCTATOMHO MOMHBIA © ypo8eHb
NpaBuIbHbIA HA OCHOBaHWM M3YYEHHbIX MarepuanoB; MaTepuan W3NoXeH B
onpeneneHHon NorM4eckor nocrnefoBaTenbHOCTH, NPY 3TOM AOMNYLLEHbI ABe-
TPWU HECYLLECTBEHHbIE OLLUNGKM).

«YMeTb» U «Bnagetb»: BbINOMHEHbl OCHOBHblE TPEOOBAHUSA K BbIMOMTHEHNIO,
ocdopMneHvtio u 3awuTte oT4eTa. KmewTca oTaenbHble 3amMevyaHus U
HegocTaTkn. YMeHue (HaBblk) ChOpMMPOBAHO JOCTATOYHO MOSHO

3HaTb: pe3ynbTaT, coAepXaliuii HEeMosHbIV NPaBWUmbHbLIA OTBET UMW OTBET, lNopozoeniti Ydosenemesopu-
cofepXallMn  3HauuTemnbHble  HETOYHOCTM  (MpM  OTBETE  JoMylleHa ypO8€eHb mersibHO
cywecTBeHHasi ownbka, unm B oteeTe cogepxutcs 30 - 60% HeobxoammbIX
CBEJEHUI, OTBET HECBA3HBIN)

«YMeTb» U «BnapgeTb»: BbinonHeHbl 6a3oBble TpebOBaHMSA K BbINOMHEHWIO,
ocdopMneHno 1 3awmTte ortdyeta. VmMerlTcss [OOCTAaTOYHO CyLIEeCTBEHHbIE
3amMeyvaHus 1 HepocTaTku, Tpebyllime 3HauMTENbHbIX 3aTpaT BpPEMEHM Ha
ncnpasrneHue.

3HaTb: pesynbTaT, codepXaliMili HenomHbl NpaBuibHbIA OTBET (CTeneHb - Heydosnemsopu-
nonHoTbl otBeTa — MeHee 30%), HeMpaBUIbHbIN OTBET (OTBET HE MO CyLLEeCcTBY mersibHO
3ajaHusl) wnuM OTCYTCTBME OTBETa, T.e. OTBET, HE COOTBETCTBYHLLUNA
NOJSHOCTbLI0 TPeBOBaHUSAM KpUTEPUS.

«YMeTb» u «Bnapetb»: TpeboBaHMA K HanMCaHWO W 3aWuTe oOT4veTa.
MIMeloTCs  MHOTOUYMUCINEHHbIE CYLLECTBEHHblE 3aMeYaHus W HeJocTaTku,
KOTOPbI€ HE MOTYT ObITb UCNPABIIEHBI.

20.3 ®oHJ 01IEeHOYHBIX CPeCTB C(POPMUPOBAHHOCTH KOMIIETEHIIMI CTY/IEeHTOB, PeKOMeHyeMblii 1151
NPOBe/IeHUsl IMarHOCTHYECKUX padoT

OlK-9. CnocobeH pewatb 3agaqv npodeCccMoHanbHOM AeATENbHOCTM C YY4ETOM TEKYLLLEro COCTOSHUSA U
TEHOEHUNA pas3BUTMS METOAOB 3alMTbl MHOPMaUMM B ONEPALMOHHbLIX CUCTEMAX, KOMMbIOTEPHbIX
CeTaAX U cucTemax ynpasneHns 6asammn AaHHbIX, a Takke MeToA0B U CPEACTB 3almTbl MHOpMaLUUnM oT
YTEYKM NO TEXHNYECKUM KaHanam, ceTen 1 CUCTeM nepegaydv nHgopmaumm

Ol1K-9.13 3HaeT cnocobbl 1 cpeacTBa 3awnTbl MHAOPMAaLUN OT YTEYKN NO TEXHUYECKUM KaHanam u
KOHTpons 3 dEKTUBHOCTU 3aLLUNTbI MHPOPMaLNK;

Orl1K-9.14 3HaeT ocHOBbI HM3N4ECKON 3aLLNTbl 0OBLEKTOB MHGOPMATM3aLNN;

Or1K-9.15 ymeeT aHanuanpoBaTb M OLEHUBaTb Yrpo3bl HPOPMaLMOHHON 6e30MacHOCTM OObEKTa;

Or1K-9.16 Brnageet meTogaMn 1 cpeacrBamMmm TEXHUYECKON 3alLmnTbl MHGOpMauuu;

OrlK-9.17 BnageeT MeTogaMn pacdeTa W UHCTPYMEHTaNbHOro KOHTPOMs nokasaTenemn
3P PEKTUBHOCTU TEXHNYECKOM 3aLLMUTbI UHOPMaLIUW.
OlK-13. CnocobeH paspabaTbiBaTb KOMMNOHEHTbI MPOrpaMMHbIX M NPOrpaMMHO-annapaTHbIX CPeacTs
3aWNTbl MHpOPMaLMK B KOMMbIOTEPHBLIX CUCTEMAX M MPOBOANTL aHanNn3 nx 6e3onacHocTu

OrllK-13.1 ymeer dopmynupoBatb W HacTpamBaTb MNONUTMKY ©6€30MacHOCTM  OCHOBHbLIX
OnepaumOHHbIX CUCTEM

OlK-13.2 BnageeT HaBblkaMu pa3paboTkM nNporpaMMHbIX MOAyNen, peanuaylowmnx 3agadw,
cBsizaHHble ¢ obecneyeHnem 6e30nacHOCTM onepaLMoHHbIX CUCTEM PaCNpPOCTPaHEHHbIX CEMENCTB

OlK-13.3 3HaeT o6wWwwue npUHUMNBI MOCTPOEHUA W  UCMOSIb30BAHWSI COBPEMEHHbIX A3bIKOB
NporpaMMmMpOBaHNs BbICOKOTO YPOBHS,

OrllK-13.4 3HaeT 4A3blk MPOrpaMMMPOBAHUSA BbICOKOIO YPOBHSA (0OBHEKTHO-OPUEHTUPOBAHHOE
nporpaMMmnpoBaHue);

OlK-13.5 ymeetr paboTatb C MWHTErpMpoBaHHbIMM cpegamu pa3paboTkM NPOrpaMMHOro
obecneyeHus;

OlK-13.6 BnageetT HaBblkamMn pa3paboTkM, OTNagkW, OOKYMEHTUPOBaHUA U TeCTUPOBaHUS
nporpamm;

OlK-13.7 Bnageet HaBblkaMM WUCNOMNb30BaHWS WHCTPYMEHTanbHbIX CPEeACTB  OTnagkm u
AnsaccemMbrnvpoBaHus NporpaMMHOro Koga.



Or1K-13.8 3HaeT coBpeMEHHbIE TEXHONOMMN NPOrpaMmMmMpPOBaHmS;

OrK-13.9 3HaeT nokasaTtenu Ka4yecTBa NnporpaMmMHoro obecneyeHns;

Ol1K-13.10 3HaeT 6a30Bble CTPYKTYPbl OAHHbIX;

OrllK-13.11 3HaeT OCHOBHble KOMOWHATOpPHbIE W TeOopPeTUKo-rpadoBblE anrOpuUTMbl, a Takke
cnocoBbbl nx 3PEKTUBHOM peannusaumm 1 OLEHKN BbIYUCIIUTENBbHOW CNOXHOCTY;

OrlK-13.12 ymeeT dhopMannsoBaTb NOCTaBNEHHYIO 3aayy;

Or1K-13.13 ymeeT paspabaTbiBaTh 90 HEKTUBHbBIE anropuTMbl U NpOrpamMmbl;

Orl1K-13.14 ymeeT NnpoBOAUTb OLIEHKY BbIMUCIUTENBHOW CITIOXHOCTU anropntma;

OlK-13.15 ymeeT nnaHupoBaTb pa3paboTKy CNOXHOro NporpaMmmHoro obecneveHms;

Orl1K-13.16 BnageeT MeTogamMm OLIEHKM KadecTBa roTOBOro NporpaMmMHoro obecneyeHus;

OrllK-13.17 Bnageetr HaBblkamuM  pas3paboTkMm  anropuTMOB  ONsl  peweHns  TUMOBbIX
npogeccnoHanbHbIX 3a4ay;

OlK-13.18 YmMeeT npuMeHsiTb cpeactBa M MeTodbl aHanu3a nporpaMmHoro obecnedeHvs Ons
BbISIBIIEHMS 3aKNagokK

OlK-13.19 YmeeT npuMeHATb MeToAbl aHanmM3a MNPOEKTHbIX peleHnn ana obecneyeHus
3aLMLLEHHOCTU KOMMBIOTEPHBIX CUCTEM.

Orl1K-13.20 3HaeT nporpaMMmHble MeTOoAbl NpeaoTBpaLLEHUS HECAHKLMOHUMPOBAHHOIO OOCTyrna K
OaHHbIM.

OlK-13.21 YmMeTb nNpuMMeHATb COBPEMEHHble cpeactBa obecneyeHns MHPOPMALMOHHOM
6e30nacHOCTM NporpaMmm 1 AaHHbIX

Orl1K-13.22 3HaeT OCHOBHbIE MPOrpaMMHblE METOAb! 3aLMThl JAHHbIX OT HECAHKLVMOHUPOBAHHOIO
aocTyna

Orl1K-13.23 YmMmeeT npoBoauTb aHanu3 MNporpaMMHbIX CPeacTB, NPUMEHSIeMbIX OAS KOHTPOMs wu
3aWnTbl MHGOPMaLn

Orl1K-13.24 YmeeT npoBoauTbL aTTeCTauuio NporpaMm M anropuTMOB Ha NMPeaMeT COOTBETCTBUSA
TpeboBaHMAM 3aLmTbl HpOpMaLmm

Bonpochkl ¢ BapaHTamMu OTBETOB

1. B KakMx Tunax kpuntoaTak ucnonb3yetca meton "onpoboBaHus"? (YKaxuTe HECKONbKO BEPHbIX
BapMaHTOB OTBETA.)

a) KpunToaTtaka C UCMofb30BaHMEM KPUNTOrpamm;

6) KpunToaTaka C UCNONb30BaHMEM OTKPbLITbIX TEKCTOB U COOTBETCTBYHOLLMX KPUNTOrpamMm;

B) KpunToaTaka C UCMosfib30BaHNEM BbliOMPAEMbIX KPUNTOAHANMUTUKOM OTKPbITLIX TEKCTOB U

COOTBETCTBYOLNX KPUMNTOrPaMM;

r) Bce OTBeTbl BEPHbI.
2. Bpewms, 3aTpauuMBaemoe anropuTMOM [NS pelleHWs 3agadvv, paccMaTpMBaemoe Kak yHKUUSA
pasmepa 3agauv UM Konu4ecTBa BXOAHbIX AaHHbIX, — 9TO:

a) BpeMeHHasi CIOXXHOCTb;

6) Bpemsi BOCNpoun3BeaeHUs anroputma;

B) BPEMS peLleHus anroputMa.
3. OTcyTCTBME N3MEHEHUI B NepeaaBaeMomn Ui XpaHMMOWM MHpOpMaLIMK MO CPABHEHUIO C €€ NCXOAHOW
3anuncbro — 3To:

a) LLeNIoCTHOCTb;

6) eanHCTBO;

B) CMHTES;

r) NOfHoTA.
4. 1sonHon DES He ncnonb3yeTcs, NOTOMY 4TO

(1) HepocTaTo4Ha ANKUHA KNya

(2) cywecTByeT aTtaka «BCTpeva MocepegvHe», KOTopas MNO3BONIAET CHU3UTb CTOMKOCTb
anroputma o ctomkoctu npocrtoro DES

(3) crnMwKoM yBenMunBaeTCs CrOXHOCTb BbIYMCIEHWN
5. 3agayen cakTopmsauum ymucna sBnaeTca

(1) pasnoxeHue 4Yncna Ha NPOCTbIe COMHOXUTENU

(2) HaxoxgeHne cTeneHn, B KOTOPYK crnegyeT BO3BECTWU LIENoe YUCOo ANs NofyvYeHust 3agaHHOro
Lenoro ymcna

(3) HaxoxOeHne cTeneHn, B KOTOPY criedyeT BO3BECTM NPOCTOE YMCMO ANSA MoryvyeHns 3agaHHoro
uernoro ymcna



6. EBa nonyymna anekTpoHHOE MUCbMO C HEU3BECTHOW el kogmpoBkon. [NepebpaB Bce KoOAMPOBKM
(kmpunnuua, 1HMKOA, NaTuHMLA), OHa NpoyYMTana ero. JTo Gbina araka:
(1) rpybom cunbl
(2) cratnctuyeckas
(3) no ucxogHomy Tecty
(4) no BbIGOpPKE NCXOQHOMO TEKCTA
7. ATaka "BMeLLaTenbCcTBO" — 3TO yrposa:
(1) roToBHOCTM
(2) uenocTtHoCTH
(3) KoHcbMaeHUManLHOCTH
(4) cekpeTHOCTHM
8. B DES nocnegHun payHg npu nepBom cnocobe wudpoBaHma u obpaTHoro gewmdpoBaHus
OTNU4aeTcs OT ApYrux:
(1) npumeHeHnem cmecuTens
(2) oTcyTCcTBMEM YCTPONCTBA 3aMEeHbl
(3) npumMeHeHeM yCTpOMNCTBA 3aMEHbI M CMecUTenNs
(4) npumeHeHeM yCTPONCTBA 3aMEHbI
9. MNMpoTokonupoBaHne 1 ayauT MOryT UCMOMb30BaTbCA ANS:
(1) npepynpexaeHusa HapyweHui Nb
(2) obHapyxeHUs HapyLeHUn
(3) BOCCcTaHOBNEHUA pexnuma Ub
10. CurHaTypHbIN MeTOop, BbISIBNIEHMS aTak XOPOLU TEM, YTO OH:
(1) nogHMMaeT Mano NOXHbIX TPEBOr
(2) cnocobeH obGHapyXnBaTb HEM3BECTHbBIE aTaku
(3) npocT B HacTpourke U aKcnnyaTauum
11. Korga cospaetcst Habop MHCTpYMEHTanbHbIX CPeaCcTB AN paccrnefoBaHnsi KOMMbIOTEPHbIX
MHUUAOEHTOB?
— Ha 3Tane NOAroToBKU K MHUMAEHTaM;
— HenocpeACcTBEHHO nocne obHapyXeHns HUMAOEHTA;
— HenoCcpeACTBEHHO NOCNe BO3HUKHOBEHUS UHLMOEHTA.
12. [Ina 4ero ucnonb3ylTcs CPeACTBa CO34aHus XaW-CyMM bainoB U AaHHbIX NpU paccrnenoBaHun
KOMMbIOTEPHbIX MHUNOEHTOB?
—  [nsi oGHapy>XeHNsA HECaHKLMOHMPOBAHHOIO AOCTYNa Ha YTEHWE;
— ANA OOHapy)XeHUs HapyLeHUA LeNoCTHOCTY;
— Ons oGHapy>XeHNsa HapyLleHnst 4OCTYMHOCTMU.
13 Ha kakonm knacc SOC no nokanusauum @QyHKUMA cregyeT OpPUEHTMPOBATLCA KOMMaHMM Ons
pa3BepTbiBaHus SOC B Te4eHne HECKOSbKUX MecsaLeB?
— BHyTpeHHWI
— BHewHun
—  ['mbpnagHbIN
— Jliobon 13 BbiLENePEYNCTIEHHBIX
14 Kakylo Mogenb peKoOMeHOyeTCs  MCronb3oBaTb NPU  pearMpoBaHMM  Ha  MHUMAOEHTbI

knbepbesonacHocTn?
- ITIL
- COBIT
— Cyber Kill-Chain
- TIP

15) MNpoTokonupoBaHue — 310
a) Co6op u HakonneHue nHcdopmaumm o cobbiTuax UC
b) BegeHue gokymeHToB
c) Bce u3 nepeyvncneHHoro
d) Hnyero 13 nepeuncrneHHoro
16. Ha ocHoBaHuu Yero pa3pabatbiBaeTcs [lonoxeHve o pearMpoBaHuy Ha UHLUMOEHTbI?
— Ha OCHoBaHWM Mogenu yrpo3 6esonacHocTy;
— Ha OCHOBaHWM MOAENN NPOU3BOACTBEHHbIX MPOLECCOB U aKTUBOB;
— Ha OCHOBaHUM NMOJINTUKM MHPOPMALIMOHHON 6e30MacHOCTH.
17. Yem onpegenseTcs npoueaypa U MeTOAbI paccnefoBaHNs KOMMNbIOTEPHbLIX MHLUUAEHTOB B



opraHusaumm?
— TpeboBaHMAMM yronoBHO-NpPOLECCyanbHOro kogekca P;
— YTBEpXAEeHHbIMU BHYTPEHHUMU perfnaMmeHTaMmyu opraHusauuu;
—  TEeXHU4YEeCKUMM BO3MOXHOCTSIMU OpraHn3aumm.
18. Kakne u3 cpegcts obecneunBatoT Hanbornee nosHoe paccriefoBaHue KOMMbITEPHbIX MHUMOEHTOB?
— CUCTeMbl OOHapyXXeHUs1 U NpeaoTBpPaLLEHUs1 BTOPXXEHUN;
— CMUCKW ynpaBneHus AOCTYNOM Ha MapLupyTM3aTopax;
— CcuCTeMbl WnppoBaHus Tpaduka.
19. dyHKUMOHANBHOCTL BEe30NacHOCTU onpedenseT oxugaemyto paboTy mexaHnamoB 6e3onacHoCTu, a
rapaHTMn onpeaensitoT:
1. BHepgpeHue ynpaBneHus mexaHnamamm 6e3onacHocTu
2. Knaccudmkaumio gaHHbIX Nocne BHeApPEeHUs MEXaHNM3MOB ©6e30MacHoOCTH
3. YpoBeHb poBepusi, obecneymBaemMbii MeXaHU3MOM 6e30MacHOCTHU
4. CooTHolWeHune 3aTpaT / Bbirog
20. OcHoBHble 3aga4ym npoTokonos IPSec
(1) O6ecneyveHune kpunTorpacdmyeckomn 3awmTbl Ha ypoBHe IP ansa npotokonoB IPv4.
(2) O6ecneyeHue Kpuntorpacpmyeckon 3awmnTbl Ha ypoBHe IP ansa npotokonosB IPv6.
(3) OBecneyveHune kpunTorpaduyeckon 3awwmTbl Ha ypoBHe MAC-agpecos.
(4) O6ecneyveHne kpmnTorpadnUyECKon 3aLLnThl TONBbKO Ha NPUKNagHOM YPOBHE.
21. MNpotokon GRE BbInonHAeT
(1) UHkancynaumio AaHHbIX NOO0Oro nporokona.
(2) WndbpoBaHmne gaHHbIX Nto6oro npoTokona.
(3) AyTeHTndmkaumo oTnpaBUTENS MHKAMNCYIMPOBaHHOIO NPOTOKoNa.
(4) AyTeHTndmKaumio nosnyyaTensa MHKancyMpoBaHHOIo NPOTOKOMa.

Bonpocbl ¢ TeKCTOBbIM OTBETOM

1. Ckonbko ypoBHen nmeet ceTeBad mogene 1ISO OSI?

OtgerT: 7.
2. Cuctema wndpoBaHmsa n/unm anekTpoHHow nognucu (OlT), Npy KOTOPOW OTKPLITBLIN KNoY nepegaérca
Mo OTKPbITOMY (TO €CTb He3alMLWEHHOMY, OCTYNHOMY ANS HabnaeHU) KaHany n ucnonb3yeTca ang
nposepkn 3 n onsa wungposaHns coobLLeHnsa — KpuntTocucema ...

+ acMmeTpu4yHas

+ C OTKPbITbIM KIOYOM
3. Kakaa kpunToaTtaka OCHOBaHa Ha 3HaHMM OTKPbLITOrO TEKCTa ANA CrnyyamHblX dparMeHToB

wmnpportekcra?

OTBeT: Ha OCHOBE OTKPbITbIX TEKCTOB
4. Kakas kpyntoaTtaka oCHOBaHa Ha 3HaHUWN OTKPbLITOro TEKCTa Ans CnyvanHbiX hparMeHToB
wnppoTtekcra?

OTBeT: Ha OCHOBe OTKPbITbIX TEKCTOB

Kputepun u wkanbl oueHnBaHus 3agaHnn ®OC:
[nsa oueHMBaHWs BbINONHEHNST 3a4aHU UCnonb3yeTcs bannbHas wkana:
1) 3aKpbITble 3afaHnst (TECTOBbIE C BapyaHTaMy OTBETOB, CPEAHUIN YPOBEHbL CITOXHOCTHW):

— 1 6ann — ykasaH BepHbI OTBET;

— 0 6annoB — ykaszaH HeBepHbI OTBET (MOMHOCTBLIO UMW YAaCTUYHO HEBEPHbIN).
2) OTKpbITblE 3afaHNsI (TECTOBbIE C KPATKMM TEKCTOBBLIM OTBETOM, MOBLILLIEHHBIN YPOBEHbL CITOXHOCTHW):

— 2 6anna — ykasaH BepHbI OTBET;

— 0 6annoB — ykaszaH HeBepHbI OTBET (MOMHOCTBLIO UMW YAaCTUYHO HEBEPHbIN).

3apaHusn pasgena 20.3 peKkOMeHAYTCA K UCMONb30BaHUIO NPU NPOBEeAEHNN ANAarHOCTUYECKUX
paboT C Lenbl OLEHKU OCTaTO4YHbIX pe3yNbTaTOB OCBOEHUA AAHHOW AUCLMUNIIUHbLI (3HAHUW,
YMEHUIN, HaBbIKOB).
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https://ru.wikipedia.org/wiki/%D0%AD%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D1%86%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%B0%D1%8F_%D0%BF%D0%BE%D0%B4%D0%BF%D0%B8%D1%81%D1%8C

